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What is NG9-1-17

Brandon Abley, Chief Technology Officer
NENA: The 9-1-1 Association




What is NG9-1-1?

NGO9-1-1 is built around SIP and IP (like modern VolIP services/LTE)

Provides standardized interfaces from emergency call and message services

Processes all types of calls: voice, text, data, and multimedia information

Acquires and integrates additional call data useful to call routing and handling

Delivers calls, messages, and data to the appropriate entity based on the

location of the caller and other policies

Supports data, video, and other communications needs

Interoperates with services and networks used by first responders



K_ey Technical Standards for NG9-1-1

\NEINANEERS. o

THE @-1-1 ASSOCIATION I E T F®
NENA i3 IETF
e NG9-1-1 Core services standard e |nternet standards: core set of
« Developed by NENA global standards for networks
e Basis for International Work e Much of i3 is built off of IETF

(e.g., Europe and Canada) specifications



NENA New & Upcoming Standards (some)

« i3 Version 3

« NG-PSAP

« NG-SEC V2

« EIDO (Emergency Incident Data Object)

« EIDO Conveyance

« EIDO Management

« 3D GIS Requirements

« Updates to GIS Data Mode|

« 9-1-1 Call Processing Standard

«  PKI Certificate Policy and Validation Policy

« CLDXF version 2 and Canada CLDXF

« Social Media Emergency Requests for Service

« Acute/Traumatic and Chronic Stress Management Standard
« NENA Suicide/Crisis Line Interoperability Standard



I3 Standard for Next-Generation 9-1-1

« ‘“i3"refers to the NG9-1-1 system architecture defined by
NENA, which standardizes the structure and design of
Functional Elements making up the set of software services,
databases, network elements and interfaces needed to
process multi-media emergency calls and data for NG9-1-1.

« i3isthe core services standard for NG9-1-1, and is the most
important standard overall in the entire standards family

« But, i3is not all of NG9-1-1, and increasingly, the NG9-1-1
expands into other important documents (NG-PSAP, EIDO,
EIDO Conveyance, etc)

« i3iscurrently in version 3e-2021; work on version 4 is ongoing

« Following are some of the new features in i3 version 3

NENA i3 Standard for
Next Generation 9-1-1

Abstract: This Standard provides the detailed functional and interface specifications for a
post-transition IP (Internet Protocol)-based multimedia telecommunications system,
including the Core Services and legacy gateways necessary to support delivery of
emergency calls via an IP-based Emergency Services IP network.

NENA

NENA i3 Standard for Next Generation 9-1-1

NENA-STA-010.3a-2021

DSC Approval: 05/18/2021

PRC Approval: 07/09/2021

NENA Executive Board Approval: 07/12/2021

ANSI Board of Standards Review Approved: 10/07/2021
Next Scheduled Review Date: 07/12/2024

Prepared by:
National Emergency Number Association (NENA) 911 Core Services Committee, i3 Architecture
Working Group

Published by NENA
Printed in USA

@© Copyright 2011-2021 National Emergency Number Association, Inc.




NG9-1-1 (simplified)

All-IP and SIP

Uses same signaling and

protocols as LTE
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NG9-1-1: Multimedia (IP and SIP) vs E9-1-1
13 NG9-1-1
System

=

ECRF/LVFE

\Voice, Video,
Photos, Text
(SIP, IP)

=

NG9-1-1  ocation
Caller (PIDF)

I3 NG9-1-1 is designed to handle rich multimedia and location natively as part of the system.



LoST and PIDF-LO

 Internet Standard, IETF 6848

Geomet ry e Location in NG9-1-1 is expressed in this format
=38 80537 CNE=90% « (an be expressed with geo'met.ry (a point)
Y=-77.059400 UNC=20m ¢ Uses WGS-84 reference ellipsoid (standard
Z=20m Z-UNC=2.4m" coordinate system)

« Though PIDF-LO supports many shapes, with
caller location, we generally expect a point,
circle or ellipsoid
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iy . T «  Shapes convey location +uncertaint
A9, Civic Address ; / . y
e SN « (an be expressed as a civic address
L BN i -
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A call is a call

NG9-1-1 includes a variety of novel call types

Regardless of call type, a call is a call

« The same features, including geospatial or policy-based routing are generally
available for all kinds of calls
« The service can be configured to set up any kind of special call for any kind of

special destination

Just because transitional NG9-1-1 doesn't support all of these features, it is still

a worthwhile investment to improve 9-1-1 service today



A look at call types in NG9-1-1

&

SIP call Non-interactive Call AACN



mteroperability in NG9-1-1

« NG9-1-1 systems are built by many 9-1-1 authorities on many schedules

« We'll highlight some key features in NG9-1-1 that provide for interoperability

{

LSRG LNG LPG

Standardization of

EIDO Forest Guide  PKI (“PCA”") and Identity
Interfaces



Questions?

Brandon Abley
Chief Technology Officer
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DHS NG9-1-1 Conformance and
Interoperability Testing Program




The Need

* In 2019, DHS, Department of Transportation (DoT) and Department of
Defense (DoD) identified the need to develop a testing and certification
program to ensure that NG-911 solutions developed will are
interoperable and conformal to standards

* DHS S&T and DoT co-funded first phases of research to identify and
approach and framework for the program In 2020, DHS S&T kicked off
the NG-911 Certification Program

* Strong industry engagement/User community: NENA, NASNA, iCERT,
multiple vendors, local and state agencies

* Multiple Federal stakeholders: DHS S&T, DHS CISA, DoT 911 Office, DoD
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NG9-1-1 Testing Program: Phase 1

Main objective: Engage with stakeholders, recommend program structure

Open Source Testing as a Accredited e 1 ®
Testing Service Lab Testing — Pq
* Free » Same tests + Same tests = No surprises * Vendor submits report to
» Use as often as needed « Adds ... * Adds ... certifying body
* Integrate into QA process » Cloud-based, scalable, * Tests run by ISO 17025 « Certifying body verifies
» Save time/resources accessible, web-based Ul accredited lab info, posts to their website
 Eliminate uncertainty & * Reporting formatted for » Consistent and dependable * Vendor products are
ambiguity certification process eligible for purchase using
« Command line user interface  Affordable: subscription, pay + Confidential results federal grant funds
* Need SW dev skills per test models + Digitally co-signed test report
» Target: FE developers » Target: integrators, customers
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NG9-1-1 Testing Program: Phase 2 (2A & 2B)

Main tasks: Build testbed; define end-to-end scenarios, create
certification report format, document costs, produce outreach video

9-1-1 Caller
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Svc Provider
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NG9-1-1 Testing System

Logan Freeman, Sr. Network Research Engineer
Texas A&M University, ITEC




NG9-1-1 Testing System: Key Characteristics

* Conformance + Interoperability + End-to-End testing

* Free open-source code on public repository
* Testing as a Service (TaaS) platform; uses the same testing source code

* Processes: validation, versioning, ...
* Key design criteria: low cost for both test system and test labs
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Conformance Test Scope

/ ESinet \ PSAP/ECC N\
LIS | |
- | o) ESRP Policy Store T 5 CAD,
Originating | g B B c Call Dispatch,
Network C C ECRF Bridge C Handling Radios,
F F E F Other ...
LVF Logging
Typical IP services, such as DNS, DHCP /

LIS = Location Information Server
ESInet = Emergency Services IP Network
BCF = Border Control Function

ESRP = Emergency Services Routing Proxy [ ] Scope for current TAMU project

ECRF = Eme.rgency. Cal! Routing .Functlon | | outof Scope (for current TAMU project)

LVF = Location Validation Function

PSAP = Public Safety Answering Point Out of Scope (for current TAMU project); In Scope (Interoperability Task Force/Technical Committee)
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Conformance AND E2E Interoperability Testing

Automated conformance testing is well understood

But end-to-end interoperability is the ultimate goal

Manual interoperability & E2E testing is time consuming and expensive
* Just one of the end-to-end test scenarios has over 30 variations, each with over 350 steps!

ETSI EG 202 810 provides a model for automated interoperability test
e Our objective: make it cost-effective and flexible (configurable) for developers and ISO labs

Conformance Tester Interoperability / End-to-End Tester
DUT = Device Under Test
SUT SUT = System Under Test
—> DUT le—» J but | [ | DUT | | | DUT ||,
c N ) 1 2 3 || <+—> Active Interface
Intra-system Interface
See ETSI EG 202 810 —=@ Monitoring Interface
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High-Level Test System Workflow, Architecture

—
I
= Iscs/ICS(s)| =

. L
Client j—, XiT(s) | —>

Test System

Test Oracle

a

Config
Service
Validate

Conformance

Config
Service
Load

Test Config

Governance /
Program Mgmt

Interoperability

Profile

1

Configuration files for Run, Lab, Conformance,

Testing as a Service Platform

D/SUT: Device/System Under Test
SCS: System Conformance Statement

and Interoperability simplifies management and
lab portability, lowers implementation cost

IXIT: Implementation Extra Info for Testing

_L SUT
—»> DUT 1 DUT 2

| ICS: Implementation Conformance Statement

DUT 3 |e CTR: Conformance Test Report

ITR: Interoperability Test Report
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Who Can Test?

T
* Anyone!

* Vendors, developers can access and use the open-source test suite
for free

* Should reduce QA costs since vendors don’t need to develop and validate the
tests themselves

* Customers, integrators will likely prefer the TaaS platform
* Same code; simple web-based interface
* Should reduce integration costs by confirming interoperability

* Authorized test facilities can generate reports for the certification
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Cybersecurity

Assessments and Recommendations
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Risk Assessments

 Functional Elements

* FEs as part of the test lab; involves risk scenarios based
on NG9-1-1 objectives and FE functionality

* Focus: system, network, and application security

e Share practical recommendations for risk reduction

e |ITEC Testbed

 The NG9-1-1 testbed itself, including tools and services
* External interfaces, including remote access and cloud

* |solation of the NG9-1-1 testbed from other projects
currently operating at ITEC

* Open-source Test Engine

* The test engine itself, including application and
software supply chain security

ESInet
=

PSAP/ECC

‘ ESRP ‘ ‘ P
Originating .

Network | ¢ ‘

ECRF ‘ ‘
F

‘ LVF ‘ ‘ Lo|

olicy Store
B
C CAD,
F Bridge Call Handling Radio
Othe!
ogging
Typical IP services, such as DNS, DHCP

~

Originating
Service
Provider(s)

ESInet(s)

e PSAP/ECC(S) [

ITEC Lab 200k

« Services
* Other Projects
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See ETSI EG 202 810




Recommendations

* EC3 (Emergency Communications
Cybersecurity Center)

* Uses existing test lab components to configure a simple
Proof of Concept EC3

* Develop example scenarios and examine EC3 abilities to
collect/enrich/analyze/share data, integrate third party
security solutions such as IDS, etc.

* Develop Bractical recommendations on establishing an
EC3 test bed with foundational capabilities

* NG9-1-1 to PSBN Interconnection

* Uses existing 4G/5G systems at ITEC and PSBN
connections to assess cybersecurity implications of
NENA-STA-031.1-2021

* “NENA Standard for Interconnecting Emergency Services IP
Networks and Public Safety Broadband Networks”

* Develop recommendations based on findings for
interconnectivity.
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Figure 2 End-State ESInet-PSBN Network Environment




ISO Lab

A.J. Renold, Sr. Associate Director
Texas A&M University System, ITEC
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Why ISO Accreditation?

* Requirement:
* Trusted, repeatable, reliable, neutral, confidential, verifiable

» Standard: ISO/IEC 17025 (www.iso.org)

* International reference for testing and calibration laboratories
* Verifies competent operations and valid results
 Facilitates cooperation between laboratories and other bodies

General requirements
for the competence of testing
\@d calibration laboratories

, /
,N/ ISO/IEC 17025
-

* Certifying body will maintain list of authorized labs that:

* Have demonstrated competency in NG9-1-1
e Are ISO/IEC 17025 accredited for NG9-1-1 testing
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a— 150 17025
Internet2 Technology November 1, 2024 Impartiality Policy
Evaluation Center PLCY-001 Version 0

Impartiality Policy Initial Release | November 1, 2024

[} " =
3 Policies
The definition of impartiality is the quality of not being biased or prejudiced toward any particular side . .
* Impartialit
or party.

+ Confidentiality

Based on this definition, the Internet2 Technology Evaluation Center (ITEC) Testing Laboratory at Texas ° Q ua | |ty
A&M University seeks to attain the highest degree of public confidence and trust in rendering unbiased

Il. Overview

services. This goal is described further in our Quality Policy. To ensure quality, ITEC fully acknowledges
the importance of impartiality in carrying out its conformance and interoperability testing activities that

150 17025
November 1, 2024 Laboratory Quality Manual
QM_ITEC_v0.0

are governed by the requirements of the international standard ISO 17025:2017.

11l Fifteen Pillars of Impartiality

ITEC, and every member of its laboratory technical and quality management team, employees,
p following tenets:

The Internet2 Technology Evaluation Center
NextGen 9-1-1 Conformance Testing Laboratory

Laboratory Quality Manual

150 17025
November 1, 2024 Impartialty Incident Response

50P-001 Version 0 . . "
procedures for testing and certification activities

) .
Version 0.0 Standard Operating Procedure

19 Standard Operating Procedures

Impartiality Incident Response

SOP-001 Version 0.0 1. Impartiality Incident Response
Wi e Techmobosy el Rl Hovember 1. 2008 2. Document Control and Management
> 3. Corrective and Preventive Actions
| ‘E‘ﬁim?“t'gy 4. Training for La bora’Fory Persc_mnel
5. Laboratory Complaint Handling
) ‘o 6. Purchase and Receipt of Supplies and Services
o 7z 7. Control of Non-conforming Tests
— I 8. Review of Requests, Quotes, and Contracts
v 9. Identification and Control of Lab Records

Impartiality Acknowledgement
|

[EEN
o

. Handling of Test Items
. Maintenance of Lab Equipment
. Quality System Suitability Testing
. Accreditation Symbol Control
. Laboratory Audits
SOPs, other docs 37 Other Documents | sz kj : : ;aFory Management Reviews
. ging Confidentiality
15 FOITNS | ot onkoas st st oo s,
7 ReCO rd S/Log S I understand this policy is meant to supplement good judgment and will respect its spirit and wording.
15 Miscellaneous
(checklists, job descriptions, ... ) | = s

The standard of behavior at the Internet2 Technology Evaluation Center (ITEC) Testing Laboratory at
Texas A&M University s that all management, staff, volunteers, and related personnel scrupulously
avoid conflicts of interest between the interests of ITEC on one hand, and personal, professional, and -
business interests on the other. This includes avoiding potential and actual conflicts of interest, as well

[y
=

[EEN
N

as perceptions of conflcts of interest.

By signing this document, | attest that | have read and will act in accordance with all aspects of the ITEC

* Prim de; 50
rma uide; S
. . Impartiality Policy. | understand that the purposes of this policy are to protect the integrity of ITEC's
+ ISO 17025-al d sect o : :
aligned sections decision-making process, o enable our clents and other constituencies to have confdence n our

integrity, and to protect the integrity and reputations of management, staff, volunteers, and related

(SN
M~ W

personnel. Upon or before election, hiring, or appointment, | will make a full, written disclosure of

» Guides use of policies,

disclosure will be kept on file, and | will update it as appropriate (at least annually as required by ITEC).

bR R
N o»;

. Personnel Life Cycle
. Monitoring Validity
. How to Perform Tests

[
O 00
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ISO Training

Employee Training:
ISO 17025

General requirements for
the competence of testing
and calibration laboratories
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Training Topics

+ Lesson 1-Introduction to ISO 17025
« Lesson 2 - Scope

+ Lesson 3 - Terms and Definitions

« Lesson 4 - General Requirements

« Lesson 5 - Structural Requirements

« Lesson 6 — Resource Requirements*
+ Lesson 7 - Process Requirements*

« Lesson 8 - Management System Requirements*
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. . Green Text = DHS-funded!
Financial Model

Test System Costs ISO Lab Accreditation Lab Costs
* |dentify requirements e SO 17025 research
 MUST/MUST, SHOULD/SHOULD NOT, ... .

, Define policies and procedures
* From NENA i3 (NENA-STA-010)

Define tests
e Plain English description

* Documentation
e Quality manual, policies, procedures, forms, logs, etc.

: * Trainin

* Write test cases _ 5 o .

« Python and other open-source tools * Business/administrative
* Validate test cases * Security

e Confirm correctness e Lab Hardwa re/software
* Test System arChiteCture e |SO audits by 3rd party

» Configuration, send/receive, monitor, logging,

reporting, ...

* Sustaining

* New tests as standard evolves
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NG9-1-1 Interoperability

Vendors, Standards Bodies, Public Safety, and Defence

They all agree!
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Sounds Great! When?

2025 ‘ 2026

o April O August Q March

Test System Version 1 ISO accreditation audit Interoperability Testing

1

' “Basic” tests for 10

. functional elements
1

I
I
I
1
I
I
I
I
I
1
I
I
|
"~

Preparation for ISO

accreditation .
Test System Version 2
Quality manuals, policies,

procedures, forms, ... and training
complete

O June

“Basic” plus “Advanced” test

e -
1
:
; for 10 functional elements

February
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Questions?
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https://itec.tamu.edu
info@itec.tamu.edu
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